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¢} Components Type Feature Request
Priority 2 Major

. Pull requests Issues Marketplace Explore

None

QoIDC

& keycloak / keycloak

None

NEW Code 1% Pull requests 161 Actions Security Insights

QE Status NEW

v Description

KEYCLOAK-2604 Proof Key for Code Exchange by OAuth Public Clients #38

We've been trying to use keycloak to protect API o Merged ) patriotiburke merged 5 ¢ nits into ((ETEEE—— - (P —
reguration (e.a. Pavment Service Directive(PSD2) )

Hi$2: Red Hat Jira httos://issuesredhat.com/browse/KEYCLOAK-6767

Contributor | Q) -+

GitHUb T AT R Mo TaY FIE 1— h

Code Exchange abbreviated as PKCE) supporting implementation both server side and client side (only for
Servlet OAuth) along with arquillian test cases.

Hi#: GitHub hitps://eithub.com/keveloak/kevcloak/pull/3831 Y )
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I'd first like to agree on nplement this before implementing it.

~ w JUL — "~
There is several options nd we would probably want to implement that ourselves as it is very critical part of the product. brb\bj - h%?ﬂ*% b%t?&bnt‘ 7 - 2

I'm happy to hear p approach regarding the rate limit policy. Gather use cases that we can verify against proposed

implementations and see which is better fit.

| don't want to proceed with the implementation until we have enough information to decide the correct approach for all the
policies, not just this one.

Hi#: GitHub https://gjthub.com/3scale/APlcast/pull/781 =
2
TIWIIAMZHUIZECE =T =N e oo
DD\BE (/ \D\B N igx(j:x —_— IJ \/0“ IJZ I\T Usefcasi rieeds to b: descndbetf anrz| drl‘scussed tjn MLd. }d\cceptn;g these co;flgulral:n op;wons ES Jsron a client is not going to be
AN py - _ accepted, so we need to understand the use-case and discuss how it can be solved in a better way.
sam U DERBNILT — A

@ stianst requested changes o

i ;_‘\,_ stianst closed this on 19

/\ Hi B8 GitHub 8
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w stianst commented on 2

I'm rejecting this PR mainly because it's too complex for us to maintain. Please consider contributing as a community maintained
example when we get something up and running for that. For more details see the thread on keycloak-dev mailing list.

i3 ;) stianst closed this or

Hi#8: GitHub https://github.com/kevcloak/kevcloak/pull/4260

BSOITOEBD T, TENUSHLOGRLI—RIC , - —
FEANBLOIRTIIIIZA ML TUZ T hanfzr—Z STmft RO SIRRETIBING SIeHD
JIRAFSY MeAERRL TS T RN Tzr— X

v/

v % Stian Thorgersen added a comment - 2019/Feb/13 1:24 AM

Keycloak does not currently support being logged-in from multiple accounts at the same time so adding this
option doesn’t make sense at this point

Hi88: Red Hat Jira hitps://issues.redhat.com/browse/KEYCLOAK-8712
© Hitachi, Ltd. 2021. All rights reserved. 13
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KEYCLOAK-2604
Release Notes KEYCLOAK.6768

KEYCLOAK-6771

Keycloak 14.0.0

(O8]
(0]
w
-

Support PKCE (RFC7636)
Support signed and encrypted ID token 577
Support holder of key (RFC8705)

[<e]

(o))
o
o
w

Highlights

U)—RJ)—MI(ESHEENEFEINET

Client Policies and Financial-grade API (FAPI) Support
The Keycloak server has now official support for client policies and Financial-grade API (FAPI). This ility was previewed in

FAPIN'/R—henEUL !

earlier versions, but now it is more polished and properly documented] Thanks to Takashi Norimatsujwho did most of the

well. Finally thanks to all the members of the FAPI Special interest group for their help and feedback.

work on this. Also thanks to Andrii Murashkin and Hryhorii Hevorkian, who did a great deal of the work on this feature as

Hi#8: Keycloak https://wwwkevcloak.ore/docs/latest/release notes/index.html

© Hitachi, Ltd. 2021. All rights reserved.
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Hi everybody,

*AZ L)J[] H%( O l_f gé‘(f‘ ( C ‘J:é'f = %E\t we are VERY interested in this is really causing us a lot of headache currently. We are definitely willing to contribute here!
JONDERUIRARMEMETE —ILICEOT, Best regands

2D HNE/BREZESIAHDD,
2 \— Z( N—>FTC2 g“j T —2Z Glad to see this coming. Indeed, it is a critical issue for large-scale deployments.

I've started with an initial comment on your sal.

FAPI-SIG (Financial-grade API Security : Special Interest

Group) J2IZFTANOERTERZESE, X7 FH CRAELIED,
Overview %ﬁ'ﬁt*ﬁd)ﬁim(L gjtbbtﬁt\b\ig—

FAPI-SIG is a group whose activity is mainly supporting Financial-grade AP Pl) and its related specifications to

ERANICIZ1I =T DEBANEDI—T 1> ZFEL.

FAPI-SIG is open to ever/bod/ so that anyone can join it a n/l me. Nothing special need not to be done to Jom it. Who ﬁ%

only access to the communication channels shown below. All of its activities and outputs are public z& D(Lﬁ'ag_élﬁﬁﬁ }ﬁ%gﬁé}jﬁbtb\ij

ne can access (he

FAPI-SIG mainly treats FAPI and its related specifications but not limited to. E.g., Ecosystems employing FAPI for their

API Security like UK OpenBanking and Australia Consumer Data Right (CDR). 8 GitHub tps: / : : / , -sig-fapi

ERCHYIOI> ST HA T HITAEUR
FAPIES:EDIEETRE BR— N 2csDKeycloak R M)
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* OpenlD is a trademark or registered trademark of OpenlD Foundation in the United States and other
countries.

* GitHub is a trademark or registered trademark of GitHub, Inc. in the United States and other
countries.

* Red Hat, the Shadowman logo, and OpenShift are registered trademarks of Red Hat, Inc. in the
United States and other countries.

«  Other brand names and product names used in this material are trademarks, registered trademarks,
or trade names of their respective holders.
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